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End User Security Policy

The End User IT Security Policy provides general guidance to Ministry staff about IT security concerns that all staff
need to be aware of while working for the Ministry. it does not speak to any aspect in depth, but additional, more
detailed information is available in other specialised policies. It complements the Ministry Code of Conduct.

On this Page: &
Overview @ @
The Ministry's Information Communications Technology (ICT) systems hold sensitive Mi and clien

information. Ministry employees are expected to help the Ministry keep the inform s well as the IC tructure
equrity

safe. To clarify these expectations, the Ministry has produced a series of ICT ies. THgsge poligtes intend
to:

reduce the risk of MSD computer hardware, systems and assets being a @

ation E@wlw by the Ministry.

ensure compliance with legislative, statutory and contractual require
ensure business continuity by complying with best practice; and
ensure the confidentiality, availability, integrity and accuracy of

Scope
This policy applies to all Ministry employees and vendors) actors ts and agents of the Ministry that have
access to or use of the Ministry's ICT systems. « y~eferences {q embers”, "employees”, or "users” within this
document should be read as including everypou m' h this d of\stope.

Deference to the “Codes of Conduct’

This policy document is a Minist o therefé Q : &cs to the Ministry Code of Conduct and the State Services
Standards of Integrity and Cond w odes [HifRdedglefbusiness-groups/organisational-solutions/who-we-are/it/it-
performance-and-strateqy/it-seg@ity/endAisér-secufifipslisy Atmi#Definitions23] take precedence in all incidences of any
conflict between the rightsCz qd gbjidations descr this policy document and either of the Codes.

Precedence ovg olic sWnts

This policy documen{ y&places, 5 recedence over all existing policy addressing the same content, that
existed prig @ e effective ispolicy (with the exception of the Codes).
Logoff fromWor

All staff member
(note - shutting<dew

Staff members' smart cards must be securely stored when not in use.

g off from their workstation each night. This will ensure automatic updates can take place.
is\ot required)

Safe

Inappropriate Material in E-mail

No staff member may create, attach, or include e-mail content that could be seen as inappropriate or offensive. If staff
members receive inappropriate e-mails, they should report this to their manager.

Personal Use of E-mail
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Staff members are only allowed the moderate personal use of Ministry e-mail provided that it does not expose the
Ministry to any liability or put the reputation of the Ministry at risk.

Personal Use of Internet Access

Staff members are only allowed the moderate personal use of Internet access provided that it does not expose the
Ministry to any liability or put the reputation of the Ministry at risk.

Report Computer-related Security Incident

All staff members should report any computer-related security incidents to their manager a

[http:/idoogle/helpind-you/msd-service-desk/contact-us.html] . This could include:
loss or damage of computer equipment
receiving computer viruses

Downloading Material in Violation of Copyright

Staff members must not download or use any online material p copyri@o permission of the
copyright holder.

Internet Sites with Offensive Material ; ;
Staff members must not knowingly visit Internet st hat contain p i could reasonably be seen as
inappropriate or offensive.

any unauthorised access to Ministry computers
suspected compromise of the privacy of Ministry data. ;

Monitoring Internet and E-mail T
The Ministry monitors e-mail and inte@ trend y provide findings to any manager where use is a
concern. §§ 2

or ins%vynauthorised software onto workstations.

XCted to be compromised, the affected password must be changed immediately.

Loading of Unauthoti

password (whether hard copy or electronically) it must be stored securely. Papers
s must be discarded securely.

Staff members must keep their passwords secret and must not share passwords.
Personal Use of Workstations

Staff members are entitled to reasonable use of Ministry workstations for personal use but any personal data stored on
Ministry workstations is stored at the owner's risk. The Ministry is entitled to access and review all data stored on its
systems or workstations and is not responsible for any loss or disclosure of stored personal data.
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Encryption of Removable Media Data

The Ministry requires that all Ministry information, which is physically transported using removable media, must be
encrypted in accordance with Ministry standards.

Removable Media for Data Transport
Removable media may be used for temporary storage of MSD information, for example when the data is being

transported between places of work. Temporary storage specifically excludes the use of removakle media for ba
purposes.

Removable Media Limitations

When using Universal Serial Bus (USB) attached devices to transport Ministry inf iQn, istry app
hardware encrypted devices must be used. Such devices must be purchased through ustom ervi
Removable disks, e.g. DVD's and CD's may only be used under approval fro g CIO.

- %é in breach of the
result linéry action against the staff

Enforcement

If the principles set out in this policy statement are not met, staff
policy. Conduct that is considered unacceptable by the Minist
member concerned. Such disciplinary action may include di

Definitions
Encryption: A procedure used to convert data fro i t that is unreadable and/ or unusable to
anyone without the tools/ information needed {& re @ cess

Removable Media: Device or media that { g
computer to computer without modificati :
such as thumb drives, cameras, MP 2

players), optical disks such as C

Content owner: Process Imp:g%e L.
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Using the internet

Internet access is available to approved users only. It is a business tool that supports work activities. When using the
internet you must not participate in any activity that violates the Ministry's Code of Conduct and/or the Ministry's
computer use or business security policies. Users must comply with this policy.

On this Page:
Permitted internet use g&

Only authorised people may access the internet. Any other private connection to a glo om an
PC/laptop is not allowed. Users must ensure they have the appropriate delegated fipdeci thority be
user-pays internet services.

If you are an authorised user, you may use the internet: @\
to conduct research and investigation as part of your job ~\$\
to retrieve news stories and other information of interest and relevance inistry and /@e performance of your

duties
for professional development activities, such as maintaining cu @ issues | knowledge. This includes
s .

personal development activity, such as university associatio sion i

essing

Contact IT Operations if you need an executable file insta cutable
vendors as ZIP files, which must be scanned for viruses =a ed b

2y also be supplied from authorised
ons.

You may access the World Wide Web for reas
Keep the amount of personal time spent on the

ntities (several megabytes) of software, graphical and other
forms of information from theh of for personalMqhinappropriate use. Downloading commercial software in violation

of its copyright is prohikited. T cludes.\executable files, movie files and screen savers.
You may not use t o:

visit sites that i ny reasonable person would consider obscene, objectionable, or offensive
subscribe to any we rsonal use without permission from your manager

register Ministry i S on any website as a forwarding address for any inappropriate material

engage in any gambling.

Your inte t not interfere with the work of your business unit, or cost the Ministry an unacceptable amount
of money.

You must not knowingly:

interfere with or disrupt any network or information service, any equipment or anyone using that equipment
propagate a virus, Trojan Horse, trap-door, back-door or any other malicious program code

print and/or forward material that is obscene, objectionable, or likely to be offensive

make or post indecent remarks and proposals

post any users' personal details for non-business purposes to any internet site, including their email address
use the internet at work for the purpose of private trading purposes

engage in any activity that violates New Zealand law or the Ministry's policies.
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These lists are not exhaustive. If you require further clarification discuss your intended use with your manager. If you
use the internet inappropriately, disciplinary action may be taken.

Objectionable material is as defined in Section 3 of the Films, Videos and Publications Classification Act 1993.

All of the conditions set out under permitted and inappropriate email use also apply to internet use. g

Eil Vid | Publications Classification Act 1993 &
http://www.legislation.co.nz/act/public/1993/0094/latest/D 12895.htmi?search=ts_act Fiims¥%2ZB azé’: sr=1 C“,
Gl

Information about Email use [htfp://doogle/resources/helping-staff/policies-standards/b sfnds Security/compy ing-
email.html] «\ v
Posting information
or permission of

Users may not participate in any emait forum or post information onto a %o?p withou s

their immediate manager. Any material posted on the internet, includin [ ms ang @ groups, that identifies
the Ministry as the originating site must: %

be approved by the user's manager @ &

be factually correct

not be defamatory or contain anything that is oﬁensnve@ reaten |onab|e.
Content owner: Communications and En men pdated: 30
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